3GPP TSG-SA WG3 Meeting #95Bis 	S3-191938
Sapporo(Japan), 24-28 June 2019					
[bookmark: _GoBack]
Source: Nokia, Nokia Shanghai Bell	
Title:     Nokia comments on R2-1908467 Reply LS on Handling of UE radio network capabilities in 4G and 5G
Document for:	Discussion
Agenda Item:	


3GPP TSG RAN WG2#106		R2-1908467
Reno, Nevada, USA, 13th – 17th May, 2019

Title:	Reply LS on Handling of UE radio network capabilities in 4G and 5G
Response to:	R2-1908112/CVD Doc 2019-0018_001 Handling of UE radio network capabilities in 4G and 5G from GSMA CVD Governance Team
Release:	
Work Item:	

Source:	RAN2
To:	GSMA CVD Governance Team
CC:	SA3, RAN, SA

Contact Person:	
Name:	Sudeep Palat
Tel: 		+44-1793402336
E-mail Address:	sudeep.k.palat@intel.com

	

Send any reply LS to:	3GPP Liaisons Coordinator, mailto:3GPPLiaison@etsi.org 	

Attachments:


1. Overall Description:

RAN2 thanks GSMA CVD Governance Team for the LS on Handling of UE radio network capabilities in 4G and 5G.
[bookmark: _Hlk11414870]There are some benefits in retrieving the UE AS capability before security activation (e.g., it allows network to apply the same sequence of combined Security Mode Command + Reconfiguration for RRC connection setup for Registration and Service request procedures) and, in this scenario, to verify against any man-in-the-middle attack, it is possible in current LTE and NR specifications to rerun the UECapabilityEnquiry procedure after security activation.
Nokia comment: There may be signalling optimization benefit in doing UECapabilityEnquiry before AS SMC, but creates a privacy issue. Hackers have succeeded in extracting lot of information about the UE using this procedure. Re-running the UECapabilityEnquiry procedure after AS SMC doesn’t alleviate the privacy issue.
Further, RAN2 confirms that the RAN2 specifications for LTE (Rel-15 as well as previous releases) and NR already allow running the UECapabilityEnquiry procedure after activation of security. 
Nokia comment: Since running the UECapabilityEnquiry procedure after activation of security is already allowed, this should be mandated and running it before the AS SMC should discouraged.
[bookmark: _Hlk8765675]RAN2 can make the necessary updates to the specifications to include a recommendation on network implementation that security should be applied for UECapabilityEnquiry procedure if requested by SA3.
Nokia comment: SA3 should endorse the above for implementation.

2. Actions:
None

3. Date of Next RAN2 Meetings:
3GPP RAN2#107			26th – 30th August 2019			Prague, CZ
3GPP RAN2#107bis			14th – 18th October 2019			China


